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NIIAS – Community Pharmacy Guidance 
 

 

What is NIIAS and how does it work? 

 

NIIAS is the abbreviation used for the National Intelligent Integrated Auditing 

Solution, which is a tool used to detect potential inappropriate access made by 
staff*. 

 
The tool uses data extracted from the National Active Directory and Exchange 

(NADEX - IT users’ directory) and All Wales Pharmacy Database (AWPD) along 
with Choose Pharmacy system audit reports to undertake “intelligent” auditing 

of staff access. Notifications are then flagged up within NIIAS to identify 
potential abuse of access rights. 

 

Examples of the types of activity that are monitored are: 
• Staff member accesses their own record; 

• Staff member accesses the record of a family member; 

• Staff member accesses the record of a person living at the same 
address or neighbouring area; 

• Staff member accesses the record of a colleague; 

• Staff member accesses information about a person of media interest. 

 

The purpose of the tool is to assist NHS Wales in complying with its Data 
Protection responsibilities and to give the public more confidence in the 

organisation’s ability to ensure confidentiality and privacy of their personal data. 

 

As information is shared more widely between NHS Wales and partner 
organisations, NIIAS notifications will extend to include accesses made to 

information held by other organisations. 

 

* Staff – for the purposes of this guide, the definition of staff will include any 
individual providing NHS pharmaceutical services commissioned by NHS Wales 

and accessing personal information via Choose Pharmacy application. 

Information 
Governance 

Your Responsibility 
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Who will be audited? 

 
NIIAS will audit access made by all staff via Choose Pharmacy to a number of 

electronic information systems within the Choose Pharmacy application such as 
the Welsh Demographic Service (WDS) and the Welsh GP Record (WGPR) 
. 

What happens if a audit notifications flags up against my name? 

 

On some occasions, notifications received through NIIAS will show acceptable 
access made by staff, for example, when providing services for a neighbour. It 

is important to remember that notifications identify potential abuse of access 
rights and these will be assessed prior to any further investigatory or 

disciplinary action being taken. 

 

The fact that an audit notification is flagged against your name does not 

necessarily mean you did anything wrong, neither does it create any 
presumption of misconduct. 

 

Identified notifications will be initially assessed to determine whether further 
investigation is justified. Where a potential abuse of access rights requires 

further investigation this will be undertaken in collaboration with the pharmacy 
superintendent at the pharmacy where the notification originated. 

 

To assist you in effectively complying with information governance policies and 
practices, you should: 

 

- Ensure you are up to date with your information governance e-learning, 

- Only access information about individuals that you are providing care, 
treatment or administrative services for in a professional capacity; 

- Ensure you are familiar with information governance policies, procedures and 
good practice guidance, 

- Never share your password or leave your computer logged on and accessible 
to others. 

 

What am I allowed to access? 
 

You are provided with access to electronic information systems in order to do 
you job. To fulfil your role, you will need to access information about individuals 

that you are providing care, treatment or administrative services for in a 

professional capacity. 

 
In all cases, you should only access the minimum information required to 

undertake your role safely and effectively. 
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What am I not allowed to access? 

 
You must not access information about any individuals who you are not 

providing care, treatment or administration services to in a professional 
capacity. Your access rights to electronic information systems are provided for 

you to undertake your professional role and for work related purposes only. 

 
Specifically, you should not access the following information: 

 

Own 

records 
You should not directly access your own health records. A copy 

of your own record may be requested by submitting a Subject 

Access Request under the Data Protection Act. 

 
Queries of a medical nature should be directed to the clinician 

or clinical team responsible for your care. 

Family 

records 

You should not access records of your family members unless 

you are directly involved with their care, treatment or 
administration. You should exercise professional caution when 

considering requests to treat family members and wherever 
possible avoid direct provision of care. There is RPS and 

Department of Health guidance relating to self-prescribing and 
prescribing for family. 

 

This includes accessing information about your children, 
spouse, siblings or parents. Even when you have parental or 

legal responsibilities, any access to information must be made 
through appropriate channels. 

 

Even if you have the permission of a family member, access 

would constitute an abuse of your access rights when you are 
not involved with the individual in a professional capacity. 

Friends, 
neighbours 

& 
colleagues 

records 

You should not access records of any individual unless you are 
directly involved with their care, treatment or administration, 

even where they give you permission. 
 

If a colleague asks you to access their record, you should not 
do this unless access is required for you to carry out your role 

i.e. you are the treating health professional. Explain to them 

that you are not directly involved in their care, treatment or 
administration and  access would constitute  an abuse  of your 
access rights. 

http://www.cwmtafuhb.wales.nhs.uk/sitesplus/documents/865/data%20protection%20leaflet.pdf
http://www.cwmtafuhb.wales.nhs.uk/sitesplus/documents/865/data%20protection%20leaflet.pdf
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Persons of 

media 
interest 

There will be occasions when a person of media interest, i.e. 

celebrity, person in the news, will access NHS services. Unless 
you are directly involved with the care, treatment or 

administration of that individual you should not access their 
information. 

 

Privacy and confidentiality rights apply to all personal 
information irrelevant of the individual’s media status. 

Deceased 

patients 

The duty of confidentiality to patient’s information remains 

even when deceased. 
 

Unless you are or were directly involved with the care, 
treatment or administration of an individual you should not 

access information about them. Administration services may 
include activities such as auditing, or conducting 

investigations. 

 
 

What should I do if I access information by mistake? 
 

If you have inadvertently accessed a record it would be best practice to inform 
your Line Manager who can make a note in case a notification comes through at 

a later time. 

 

What about generic logins? 

 

Generic logins must not be used to access electronic information systems via 
Choose Pharmacy. Where a staff member leaves a computer logged on and 

accessible to others, they will be accountable for any access made against their 
name. 

 

To avoid potential audit notifications appearing against your user account, do 
not share your passwords or leave your computer logged on and accessible to 

others. 


